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Next Generation Firewalls (NGFW)
Quantity:2 (for high availability)

Stateful inspection on a l layers

Stateful Firewall Throughput Min. 20 Gigabit per second (Gbps)

Min. 30 Million packets per second (Mpps)

NGFW Throughput Min. 3 Gbps
SSL Inspection Throughput Min. 3 Gbps
Latency Max. 3 us
Concurrent Sessions Min. 5 Million
New sessions per sec Min. 200000
VPN . | Types IPsec and SSL,

Site-to-Site and Remote Access

SSL VPN must support web and tunnel modes

SSL VPN Clients Total; Unlimited

Concurrent: 1000 concurrent clients. Including
desktops, laptops, tablets, smart phones,... with
any operating system (Windows, Android, iOS,

i)
SSL VPN Throughput Min. 1 Gbps
IPsec VPN Throughput Min. 10 Gbps
IPS Full and Comprehensive - Full Inspection IPS

Intrusion Prevention System |

(IPS) - Signature based traffic detection and
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prevention

- Abnormal traffic behavior (anomalous activity)
detection and prevention

- DoS/DDoS Protection
zero-day threat protection Included
IPS Throughput Min. 3 Gbps
Applicafion’ | Able to identify applications (determine the type of traffic being sent and received)
Filtering/Control | based on application signature not only from port numbers and protocol
| Desktop and Mobile Supported
Applications Control
Cloud based Applications Supported
Control
Throughput Min. 5 Gbps
Wei) Filtering URL Filtering based on URL classification and categorization
| ” Monitor web traffic and provide ability to permit or deny specific web traffic
Safe Search
Aut.henticatiofrfl. Able to track the identity of the local traffic by devices and by users

Authentication Methods

LDAP, RADIUS, Kerberos, Integration with
Active Directory.

Two Factor Authentication

SMS, email, tokens

1-Gigabit Ethernet RJ45

Inte_rfaces (P.o'rts')_.
3 Interfaces

Min. 8 interfaces

1-Gigabit Ethernet SFP slots

Min. 8 interfaces

10-Gigabit Ethernet SFP+ slots

Preferable 2 interfaces

Inspection &

Advanced Threat Protection (ATP)

Other Features _

Advanced Malware protection (Advanced Anti-Malware)

Content Inspection and Filtering
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[P Reputation

Domain Reputation

Sandboxing

Anti-Botnet

Gateway Anti-Virus

Gateway Anti-Spyware

Gateway Anti-Spam

Quality of Service (QoS) Policies

Mobile Security

Provide monitoring, logging, reporting and alerting

Miscellaneous Processor high performance processor

Storage high performance SSD Storage
High Availability (HA) Active/Active, Active/Passive
IPv6 Ready

Form Factor Appliance, Rack Mounted

High ratings in information security testing from well known independent company
specialized in security products testing like NSS Labs and Gartner. Must attach
related reports and/or certificates.

Licenses and Licenses Licenses for all security and protection features
Warranty for three years.
Warranty Please Specify.
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Item Specifications QNTY U. PRICE T.PRICE
Firewall Next Generation Firewalls (NGFW) 2
TOTAL PRICE EXCUDING VAT
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