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Terms of Reference for SharePoint Consultant

1. Subject:

PCBS developed a SharePoint workflow system "ePCBS" Portal as an intranet site and automated some
frequent processes to be filled from anywhere as under production Portal, now PCBS looking to
publish this Portal with high level of security and efficiency, according to that PCBS is seeking to
contract with SharePoint consultant to complete and launch the first phase & transfer knowledge and

change management.

2. Objectives:
e Publishing ePCBS Portal

e Efficient and Fine-tuned ePCBS Portal

e Insurance of data security and user’s privacy.

o Insurance of Availability, Stability, and efficiency of ePCBS Portal under any circumstances.

3. Responsibilities:

e The consultant is responsible for delivering working plans for (backup & restore, Disaster recovery,
implementing ‘ePCBS’ at testing and production stages) and leading and supervising PCB teams
during testing and production stages of implementing ‘ePCBS’ and tackling any user requests and
customizations and solving any problems raised

e The consultant is responsible for implementing backup & restore at document level, library level,
site level, site collection level, service level, web application level, content database level and farm
level.

The consultant is responsible for implementing disaster recovery correctly before production stage.

e The consultant is responsible for delivering SharePoint portal “ePCBS™ with high level of
performance and security internally “Intranet” and externally “Internet”.

e The consultant is responsible for converting ‘ePCBS’ physical servers to virtual servers and testing
them under testing environment, and should transfer all services (like search, user profile services,
...) to another virtual server, the output is three servers (web server, data base server, and application
server).

e Event viewer at SPWEB, SPDB, SP-ADFS servers and health report at SPWEB server must be free
of errors at the end of testing and production stages.

e All completed transactions of leave request forms and vacation forms older than two weeks must be
archived automatically from the system.

* Each site collection should have its content database, for better performance and efficient backup, at
the end of testing stage.

* Any customizations should be applied as trusted solutions package at farm level or sand box solution
package at site collection level.

job training and transfer knowledge as required.
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4. Knowledge, experience and skills

 Extensive knowledge and experience of SharePoint 2013 including the associated suite of Microsoft
SharePoint products.
* Solid Knowledge and experience in designing and evolving Enterprise-class SharePoint architecture,
including high-level specifications for underlying technical infrastructure.
Experience of end-to-end holistic design and delivery of SharePoint-based solutions.
Experience of designing secure business solutions integrated with AD (NTLM/Kerberos) & Oracle
and securely accessed from outside PCBS (through Intranet, Extranet & Internet).
Knowledge of Microsoft Windows 2012 Server, Internet Information Server and SQL 2012 Server.
Solid experience of SharePoint administration and work with Support teams in an advisory capacity.
Solid experience of SharePoint mobile application
Solid experience in Web design using latest technology (Boot Strap, HTMLS5, CSS3, JQuery, JSON,
Entity Framework and XML
® Developer-level experience including C#, NET, MVC, JavaScript, CSS3, HTMLS5, JQuery.
S. Qualifications:

e o

Minimum Bachelor’s degree in Computer Science or Computer engineering.

Microsoft Certified SharePoint background.

Strong SharePoint consulting background as well as extensive implementation experience.
Demonstrated experience in SharePoint 2013 implementations

5 years+ commercial experience with SharePoint (including SharePoint 2013; both out of the box
development and tailored customization.

6. Expected OQutput:

* Securely Accessible SharePoint portal “ePCBS” from any device through Intranet & Internet with
high level of Security at production environment,

* Optimized and fine-tuned SharePoint portal ‘ePCBS’ with high level of performance under high
traffic (large no of simultaneous requests) internally & externally at production environment.

e Optimized Individual user permissions on all SharePoint components Including documents &
workflow forms at all levels at production environment.

* Efficient and tested working plan and process for backup and restore, disaster recovery at testing and
production environment.

e The ‘ePCBS’ portal tested at virtual environment.

® Three Tier ePCBS environment (web server, application server, data base server)

6. Reporting:

The consultant will be required to accomplish the expected outputs according to the objectives and his
responsibilities as a whole package within 4 months and submit progress reports on monthly basis
specifying in details of major tasks accomplished along with the needed explanations and
recommendations.

8. Counter parts

Main SharePoint Commj

idal Hamdan, Nedal Yaqoub, Adham Dwikat)

9. Duration:
4 Months

ted
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