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Terms of Reference (ToR)
IT Security Consultancy

1. Background:

Palestinian Central Bureau of Statistics (PCBS) gives IT security great attention to ensure data is well protected
against any misuse or prohibited access. PCBS is about to implement an IT infrastructure upgrade plan
that should be based on the latest technology and according to the international standards. The new IT
environment must ensures high-level of security for the data and systems used in the statistical processes.

2. Objectives:

The main intent of this consultancy assignment is to enhance the information security of information technology
infrastructure resiliency at PCBS and ensure the delivery of a more secure, consistent and cohesive IT
services. The assignment will also outline the information security management program that will be
required to protect PCBS’s information and Data.

3. Main Responsibilities:
The consultant shall work under the direct supervision of the director of IT Security Department. The main
responsibilities of the I'T security consultant includes, but not limited to:
e Technically review the IT infrastructure upgrade plan in terms of information security point of view
with an emphasis on possible vulnerabilities and risks.
e Employ the latest technology used for network and data security to the new IT environment in the
upgrade plan.
e Provide recommendations to ensure high level of security after implementing the IT infrastructure
upgrade plan.
e Provide best solution for physical security for data center.
e Provide recommendations for monitoring and alerting system for the network and ICT services.
e Suggest a policy for Disaster Recovery and Business Continuity depending on best practices to the
plan to ensure the readiness to apply Disaster Recovery plan in the future.

4. Expected Outputs:
The expected output from the mission:
e High network security level for the IT infrastructure upgrade plan (document) and according to the
international standards.
e Roadmap for IT security in PCBS.
e Strategic recommendations regarding information security.
e Requirements to implementing network and data security according to the IT infrastructure upgrade
plan.

e Executive Summary Report.

S. Duration:
The expected period to accomplish the requested tasks is one week (five working days) during December 2018.

6. Counterparts:
Abdul-Rahman Salem: IT Security Department Director
Mousa Jaraiesh: IT Security Engineer
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